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Abstract

In the physical sciences, dynamic data driven simulation (DDDAS) is used to absorb new data
into a simulation of the observed system (e.g. the atmosphere) causing the simulation states to be
continually adjusted. The underlying model on which the simulation is based may be revised as
a result of data assimilation. Conversely, the simulation predictions may play a role in selecting
the data to be absorbed.

In this report we discuss the challenges of applying DDDAS to agent-based simulations in the
social sciences, with the aim of providing reliable “what-if” scenarios for policy decision support
(e.g. prediction of the impact of a particular policy). Models of social systems are often very
simplified, meaning that data-driven adaptation is particularly essential to avoid making decisions
based on flawed theories. We discuss the contribution that artificial intelligence can make to the
design of a software agent to manage the DDDAS process. In particular, recent developments in
cognitive agent architectures are already addressing many of the data-driven adaptation issues.
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1 Introduction - Dynamic Data Driven Simulation

In the physical sciences, “dynamic data driven simulation” (DDDAS) is a method where data from a
physical system is absorbed into a simulation of the system[7]. The simulation typically represents
a chain of events that is concurrently happening in reality (e.g. the atmosphere, a forest fire) and is
used to make predictions about its future states. It can also be used for “what if” scenarios.

The predictions of the simulation are continually adjusted by absorption of new data. The under-
lying model on which the simulation is based may be revised as a result of data assimilation. It is
also possible that the states predicted by the simulation should play a role in selecting the data to be
absorbed. If such interactions between simulation and reality are to be automated, they will require
intelligent software to manage them.

If DDDAS is used for an artificial system, its predictions may be used to influence the real physical
system (for example, to optimise or adapt it). Data driven simulation that affects the physical system
providing the data is called “symbiotic simulation” because of the mutual benefits of the simulation
and the physical system on each other. Examples include semiconductor component testing [15].

In this paper we will discuss architectures for intelligent management of DDDAS with the aim
of applying it to decision-support in social scenarios. Intelligent management involves making the
following decisions (among others):

1. What new data should be absorbed, when and how? When should attention be focused on a
particular data source for absorption into the simulation?

2. When should newly observed values that are outside of the normal range replace predicted
ones in the same context and when should there be some revision of the model on which the
simulation is based?

These two decisions are the basic requirements for a DDDAS system. We will consider how they can
be automated (partially or fully) with artificial intelligence (Al) techniques.



1.1 DDDAS and Cognitive Agents

The process of predicting future states of the environment and continually adjusting them to new
events is an important requirement of cognition. Simulation can be used as a form of “what if”
reasoning for an intelligent agent (e.g. [24]). Such an agent could also control a data-driven simulation
so that it assimilates aspects of the reality and revises existing models as necessary.

The degree and type of learning and revision may vary. There is a spectrum of possibilities ranging
from purely “hardwired” (little or no revision of initial model) to fully “discovered” (all concepts
are created by interaction with the environment.) [28]. The reality will normally be somewhere
in between, but the ability to dynamically vary the plasticity and focus of the learning processes is
important.

We will use the term “DDDAS agent” is an abbreviation for what in reality will be a complex
management system involving multiple agents (software and perhaps robotic) as well as Grid services.

1.1.1 Symbiotic simulation

If the DDDAS architecture is “symbiotic” in the sense defined in [15], this can also be modelled as
a cognitive process. In natural cognitive systems, anticipation is used to direct perception and focus
attention on a particular object (e.g. a cup on the table). The reality of the object can modify the
further expectancy which may in turn direct attention to further objects or data sources that would not
have been anticipated initially (e.g. if the cup is cracked or stuck to the table).

In a symbiotic simulation, predictions can be used as a basis for action on the observed system,
just as anticipation does in a cognitive system. If direct action is not appropriate (e.g. because the
observed system is not artificial) the predictions can be used to focus on relevant data sources to be
assimilated. Such focusing is important, since otherwise the masses of potentially relevant data would
become unmanageable.

Therefore, it is possible that research in cognitive agent architectures can make a valuable contri-
bution to symbiotic simulation and vice versa.

1.1.2 Agent-based simulation

The world that the DDDAS agent is building a model of may include other “agents”. They can be
natural or artificial systems (e.g. humans, or software). The agents may be modelled as components
with objectively defined states only. In other words, they have no subjective beliefs or intentions, but
just react to their environment. More complex models of agents have beliefs and affective states (such
as anger) and may called “cognitively rich” [30, 25]. If social groups are being modelled, there may
be a “prevailing” belief, set of values, goals or “typical” mood (e.g. the typical commuter travelling
from work through the London tube). Organisations can be modelled as having goals, capabilities,
authority etc.

[10] argues that a descriptive, symbolic approach to agent simulation can be more explanatory than
a numerical one based on physics models. We will assume that both of these approaches can be com-
bined. For example, the numeric approach can be used to model the physical environment of agents
but a descriptive approach can be used for the agents’ decision-making processes and interactions
among themselves.

Note that there is some overlap between the architectural requirements for a simulated agent and
a software agent controlling the simulation. Cognition inspired architectures have some relevance to
both on an abstract level. However, the role of emotion and “irrational” behaviour is only applicable
to simulated agents. On the other hand a software agent would normally require a more detailed
specification than a simulated agent.



1.2 Grid-based DDDAS and Autonomous Agents

It is important to compare the sort of Grid-based DDDAS agent that we are aiming for with a purely
autonomous agent that uses internal simulation to predict states of its environment or its own com-
ponents. An example is Nasa's Remote Agent [19, 21]. The agent monitors the spacecraft hardware,
diagnoses faults and reconfigures the system as necessary. Model-based reasoning [8] is used to di-
agnose faults using an explicit model of the hardware based on state transitions. This model is the
basis for internal simulations to predict the next state of components, given that they are working cor-
rectly. If the agent senses that the actual behaviour is different, it uses the dependencies in the model
to identify the likely cause of the problem and plans a reconfiguration (see also general summary in
[16], pages 298-305).

In theory, the Remote Agent could be extended to include adaptation and model revision, making
it very similar to a DDDAS agent. The purpose of the DDDAS would be to serve the autonomy
and robustness of the agent; the details of its operation (or of any model revision) could be hidden
from any scientists who are end-users of the spacecraft (unless they want to know how the system is
performing).

In contrast, most DDDAS systems are used to help humans understand a complex system and
make appropriate decisions (not to help an artificial agent keep itself operational). The simulations
are also much more complex than the those in a Remote Agent type of scenario. Figures 1 and 2 show
this contrast.

1.2.1 Use of internal simulation by an autonomous agent

In Figure 1, note that the agent is “situated” in the world it is modelling: the world contains the
software agent and the hardware it controls (e.g. it could be a robotic vehicle).

The simulation can be just a direct application of the model rules to the current state of the world
to predict the next state (or states, depending on how far into the future the simulation runs). The
simplest form of data assimilation is to take sensor readings after a simulation has run for a given
number of time steps, re-initialise the current state with the new data and then resume the simulation.
Clearly the new data may change subsequent predictions. In the Remote Agent example, the new
sensor readings could be consistent with one of the failure modes in the model, which will lead to
the prediction of subsequent failure states, thus requiring corrective action. More complex forms of
assimilation can involve the continual absorption of data into a concurrently running simulation.

Sensors and effectors in the diagram are schematic and may involve software as well as hardware.
The predicted state can determine what kind of data is important for subsequent assimilation and this
requires direction of sensors. Sensor and effector activation can involve a complex translation between
high level directions (thick arrows) and the actual low-level measuring or making adjustments to the
hardware or environment (multiple thin arrows). Similarly the absorption of data (agent input arrows
from sensors) can involve a non-trivial fusion and summarisation process in order to recognise what
the current state is, or what known state is it closest to in the model. This also applies to a distributed
Grid-based DDDAS system.

Model revision in a fully autonomous agent is ambitious (because of no human intervention).
Therefore this action is labelled hypothetical in the diagram. Pure model-based reasoning does not
involve the questioning of the model itself (e.g. if the data does not fit easily into any known failure
state). We will discuss this limitation later. On the extreme end of the learning spectrum, the model
would be developed entirely as a result of exploration and adaptation (but may not be feasible for
realistic systems).

1.2.2 Assisted use of simulation in a scientific process

Figure 2 shows a scenario in which the DDDAS agent assists with a scientific process. Models and
simulations have been developed separately for human understanding (l&beiléte diagram). In
such an assistance scenario, the purpose of the simulation is primarily to help the scientist or other end
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Figure 1: An autonomous agent using internal simulation and some DDDAS capability

user. Itmayalso help the agent to adapt to its environment (and we will discuss later the advantages
of this).

If the agent is to select the relevant data for absorption into the simulation, it must have some
description of what is in the simulation and a representation of what the goals and priorities are. This
description, which we can calD, can be a representation of the main entities and relations in the
original model V) in a form suitable for agent reasoning (e.g. it could be a set of rules or causal
links). It can also act as the agent’s internal model of the real world (labélleéd the diagram)
which can evolve. For the moment we will assume thiats just D.

The nature of the relationship between the agent'’s internal model and the user’'s model depends on
the application domain. For example, the user's médebuld be a physics-type numerical model,
while M contains semantic information about the entities that change state in the wdrithay
represent all or part df. We can say that/ contains “meta-data” about the user simulation, but also
about the world itself.

The agent’s model must distinguish between the user’s simulation and reality. Effectively, the
simulation is what the user model “says” about the world, while the “reality” is what the agent can
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Figure 2: A DDDAS agent assisting with modelling and simulation for a human user

find out independently by use of sensors and possibly effectors (sensors only are shown in the dia-
gram). For example, each entity in the agent’s model could have a “simulated” version indicating its
expected state in the future (according to the user's model) and a “real” version indicating its observed
states from sensor information (e.g. these could be numerical values of variables, actions of agents
etc). Note that the user model's predictions are not necessarily the same as what the agent might
“anticipate” about the world based on its own modé] since this may evolve (see later).

For DDDAS, the agent needs to change the state of simulated entities to that of the real versions.
One possibility is that the agent interacts with the simulaton in the same way that a debugging system
would interact with an application to inject values and “what-if” states into variables. Since the user
simulation may include many details that are not represented in the agent’s model, the agent may only
have partial control of it (i.e. it is a direct instantiationiéfnot ).

Model revision is more complex in the assistance scenario than in an autonomous agent and has
to be done by interacting with the human user’'s understanding of the simulation. One possibility is
to includeprovisionalmodel revision as a result of the agent’s independent interaction with the envi-
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ronment. Two versions of the agent’s model might be used, one that remains Bfaéind another

version (\/) that can undergo independent changes. (There may be several versions on different levels
of abstraction as for the autonomous agent scenario). If there are substantial inconsistencies between
the updated model and the original, the new model could be presented to the user as a suggestion for
revision of the original.

The agent could also ugd as a basis for internal data-driven simulation, just as in a Remote Agent
type of scenario. This would be independent of the user simulation and could serve the purpose of the
agent’s own adaptation and preliminary model revisions. In a more complex scenario, such internal
simulations could occur on multiple levels of abstraction and include “meta-simulations” of the user
simulation as well as simulations of the world. Such multi-level simulations are currently being
developed in cognitive science [27, 12].

When considering Al contributions to DDDAS, we will be using the autonomous agent scenario
as a starting point and then gradually adding the other components (such as humans in the loop
etc.) and making modifications as necessary. Some applicaton domains may not require significant
modification.

2 Application Domains

In this section we look at a class of application domains in which a DDDAS agent acts as an “as-
sistant” for a human decision-maker. In some cases, the agent may be called a “cognitive” assistant
because it should remove some of the cognitive load from the decision-maker in situations where there
is information overload and time sensitivity. We assume that such scenarios have the basic form of
the science assistance scenario in Figure 2. However, scenarios that require less human intervention
will have more of the properties of an autonomous agent.

Roughly, application domains can be divided into the following categories: natural systems, ar-
tificial systems, social systems. Although we are focusing on social systems it is important to look
briefly at the other domains, so that they can be compared with the social domain.

2.1 Natural Systems

Many currently active DDDAS projects aim to help human experts understand and predict events in
the natural environment. Although they involve purely numerical modelling, some projects are devel-
oping a Grid-based architecture that has much in common with the kind of intelligent management
system that we are aiming for. The following are two examples.

[20] presents a DDDAS framework for the LEAD project (Linked Environments for Atmospheric
Discovery) which is a developing infrastructure for real-time monitoring of weather events using
distributed sensors. The data to be absorbed into a simulation is selected dynamically according to
continually changing requirements. For example, there may be uncertainty about a weather event
due to large disagreements between concurrent versions of a simulation (each with slightly differing
physical parameters). In response, the DDDAS system should focus attention on the geographical
region in which there is most uncertainty by re-directing the sensors so that they collect more data
from this region, thus resolving the ambiguity.

Such dynamic focusing of attention is applicable to many other application domains. Another
“universal” feature of the LEAD architecture is that the middleware providing the Grid computing
resources is itself monitored and its resource allocations adjusted dynamically according to changing
priorities in the application domain. This requires coordination and sharing of information across
many boundaries which we will return to later.

The Poseidon project [18] aims to assist marine scientists to find relationships between physi-
cal/biological oceanography and ocean acoustics. Its DDDAS element includes two important fea-
tures:adaptive samplingndadaptive modellingAs with LEAD, adaptive sampling aims to resolve
uncertainties by directing the data aquisition accordingly. Adaptive modelling aims to revise the
model as a result of data aquisition.



2.2 Artificial systems: Autonomic computing

DDDAS and symbiotic simulation can be used in the design and management of artificial systems.
We will look particularly at autonomic computing, which is about the automation of system and
network administration. In IBM’s description [31], autonomic computing “allows people to focus
on the big picture because the low level tasks can be ‘taught’ to monitor and manage themselves”.
Autonomic computing is divided into four main aresedf-protectionself-healing self-configuration

and self-optimisation Software agents (autonomic managers) are given responsibility for different
parts of the system (e.g. web service, Grid Middleware).

Simulation can be used by an autonomic agent to model the operation of a network and to assist
the system administrator. The DDDAS process of continual absorption of data, selecting the most
relevant data sources and revising the model can also be applied in this domain (although to our
knowledge this has not yet been done).

Since the purpose is to allow the user to focus on the “big picture”, some low-level simulations
used by an autonomic agent could be purely internal and for the purpose of adaptation only (as in
Figure 1). The architecture could begin in the form of an interactive system (Figure 2). As it becomes
more trusted, the adaptation process can become increasingly automated and the architecture begins
to look like an autonomous agent. The system administrator only needs to be concerned with the high
level issues (e.g. unusual problems that affect business requirements) where a human in the loop is
still required.

2.2.1 Subclass: Intrusion defence

In the “self-protection” domain of autonomic computing, simulation can be used to predict the effects
of suspected intrusions on the network as well as the effects of potential responses to intrusions. This
is an area that normally requires human participation, since responding in the wrong way could have
serious consequences. A DDDAS agent can act as a decision-support system for a system adminis-
trator by identifying potential intrusions and predicting their effects in the current circumstances or in
“what-if” scenarios. Recommendations for responses could be given, based on further simulations,
showing the expected consequences of responses. Some responses may be fully automated. (The
DDDAS agent can be interacting closely with the lower level autonomic manager agents, whose task
is to intervene autonomously in the system being protected).

Some network modelling has already been done in the field of intrusion detection. For example,
[14] simulates worm propagation in a network using a stochastic epidemic model. Agent-based sim-
ulation of a network is also possible. An agent can be any “subject” with a permissible list of actions
as defined in a security policy. This can be a user or any software acting on the user’s behalf (e.g.
servers, applications).

In other areas of autonomic computing, DDDAS could be used to predict the effects of planned
configuration changes (as required by the self-configuration component of autonomic computing).

2.3 Social Systems: Public policy decision support

It is not expected that a simulation of a social system can be “symbiotic” in the same way as for an
artificial system. Instead we will consider the simulated social system as a natural system that may
be modified only in the longer term by a policy change.

Public policy decision support can be regarded as a complex intelligent control system with hu-
mans in the loop. It belongs to a more general class of domains in which a limited set of resources
has to be managed fairly. Specifically, we assume that (a) a set of minimal requirements have to be
met (e.g. relating to environment, health, crime-prevention) and (b) competing interests and desires
of participating agents should be maximally satisfied (with necessity for compromise when conflicts
exist).

At any given time, these requirements will not usually be met. A major challenge is to identify
which currently unsatisfied need will lead to dangerous situations in the future (e.g. social exclu-



sion leading to increased crime or ethnic tensions). This should help to prioritise the kind of policy
decisions required. The future impacts of possible interventions can then be evaluated in the same
way.

The general class of resource management also includes domains that are not “social policy” but
still involve situations in which diverse needs and wishes must be reconciled. An example would be
the management of e-science resources to support a collaboration between scientists and users with
different concerns and interests (which may also be competing).

In contrast to collaboration scenarios, however, public policy has the characteristics of a safety-
critical system, since the consequence of error can be life-threatening (or at least threatening to health
and safety). Itis useful to compare policy decision support with control of a physical system in which
humans are “in the loop” and are also “stakeholders” in the protected system (e.g. a life-support
system or air-traffic control). The main difference between such domains and public policy is that the
timescales are much shorter.

2.3.1 Value of DDDAS to public policy

There is much existing work on agent simulations for geographical decision support systems [4, 3].
In particular, there are several applications in urban planning [9, 6, 2]. We need to ask how DDDAS
can fit into such systems and what its added value is.

If a simulation is to be a reliable guide to policy making, it must be accurate in its representation
of those aspects of reality that are relevant to the policy-maker’s goals. A non-DDDAS simulation
is validated by comparing its results offline with empirical data. For example, a simulation could
be based initially on a theory of agent behaviour (e.g. housing market reaction to environmental
threats such as flood risk) and this could also be consistent with empirical observations. However,
it may not accurately predict the effects of some policies due to oversimplication of the observed
system. Furthermore, empirical observations carried out offline are selected in a pre-determined way
and could overlook important data sources that were believed to be insignificant at the time.

The use of DDDAS may overcome some of these problems because it allows unexpected features
in the observed system to affect the simulation directly and possibly contribute to a revision of the
theory that might not have been discovered otherwise. Moreover, the selection of data for assimilation
is not restricted by assumptions about what is important, as would be the case for “offline” validation.

We can conclude that DDDAS has the potential to provide the following advantages:

1. Reliability: the resulting model that emerges from the DDDAS process can be more reliable
than one that is static and only revised manually “offline”.

2. Knowlege discovery and creativity assistance: human reasoning about social systems is often
biased by one’s own experience, interests and values etc. If the model-building and revision
process is partially automated, there is a possibility of discovering patterns and relationships
in the data that would not be found otherwise. Similarly, the process can assist creativity in
solving problems.

It is of-course not certain that these advantages can be provided in practice. We now discuss the
technical challenges.

3 Technical Challenges for Social Systems

We envisage an agent-based simulation in which the DDDAS software agent uses data-driven simula-
tion to acquire an accurate model of the world it is helping to make decisions on. The world contains
active “agents” and passive objects, along with their complex relationships and interdependencies.
Note that two kinds of “agent” exist: (a) the software agent(s) which manages the simulation
and (b) the simulated agents, which represent real actors in the observed system. In some scenarios



involving a software “world” this may include the simulation management agents themselves (self-
monitoring) as well as other “agents” which may be artificial or human. In a social system, examples
include individuals, groups, organisations, consumers, policy-makers, transport users, companies etc.

Development of a reliable decision support system requires an initial simulation, based on a model
of the observed system’s behaviour (the user's model and simulation of Figure 2). The goals and
priorities of the policy process must also be specified. These are the requirements that the system
ought to satisfy in an ideal situation. They could be included as part of the agent’s Mdddtigure
2 and would not normally be subject to revision except through interactive consultation in the event
of conflicting requirements.

DDDAS can be used to increase the accuracy of the simulation’s predictions about the observed
system through adaptation. The model on which the simulation is built should be gradually adjusted
until there are no more significant discrepancies or there is no further improvement in prediction
accuracy. This can be done as an interactive process as discussed in Section 1.2.2 and Figure 2.

Once the simulation’s predictions have become sufficiently accurate (depending on risk assess-
ments) it could then be used reliably to predict problems and to generate “what-if” scenarios to sup-
port decision-making.

The following technical problems are particularly challenging for social systems (although they
may apply to other domains as well):

1. feasibility of assimilating social data into a simulation, considering time lag in the data collec-
tion, lack of directly controlled sensors etc.

2. assimilation of qualitative and subjective data for cognitively rich agents (involving beliefs and
emotions such as hope, fear etc);

3. how to select the relevant data for assimilation using the goals and priorities of the decision
support scenario;

4. how to introduce model revision and adaptation in a way that can challenge fundamental as-
sumptions if necessary;

5. how to provide fault-tolerance in the reasoning process.

3.1 Data acquisition and assimilation

We assume that social simulation can be placed approximately in one of the following categories (but
see qualifying remarks below):

(a) The simulation represents the evolution of a single observed system (e.g. a particular city, a su-
permarket outlet). The data collected from the observed system can fit directly into the simulation
states (e.g. consumer behaviour in the simulation can be checked against consumer behaviour in the
observed system directly). The two systems could run in parallel (as may be possible in a transport
network) or the simulation could be adjusted as historical data becomes available. This means that
the simulation can “lag behind” the actual system, but can still be useful.

(b) The simulation is of a “typical” system, not one particular instance. Its predictions are applicable
to a whole class of observed systems (e.g. a typical UK city within a given population range). This
is more common in agent-based simulations but more difficult to absorb data into. The ontology (ob-
jects and relations) and the states of the simulation will probably be more abstract and summarised
than that of (a). Data from many different real systems are available but they must be fused and
summarised into the more abstract concepts used by the simulation. General patterns (e.g. in the
form of rules) may be mined from the data and they will have to be checked for consistency with the
simulation predictions.



Type (a) is the normal architecture for DDDAS simulations. Typically the simulation and the real
system run in parallel so that the data are collected in real-time. Probably this is not realistic for most
social science scenarios. Instead, we expect to choose a simulation architecture that is somewhere on
a spectrum between (a) and (b). It is very unlikely to be purely (a) as we do not need data on every
single instance of an agent in reality (there are also ethical questions with this). Instead of monitoring
and simulating every individual, the simulated agents should represent anonymous persons or groups
that play a particularole (e.g. the house buyers in the city).

Since this involves some degree of generalisation (e.g. a “typical” first time house buyer), the
data to be absorbed has to be summarised so that it says something about the “typical” groups of
individuals. Data mining tools are important for the discovery of patterns in the data that may be used
to update or revise models.

If the agents have their own internal beliefs and motivations then some of the assimilated data
could be used to update these beliefs. Potential data sources may include “speech acts” (e.g. news-
paper reports) which would require textual analysis. In particular, data involving positive or negative
evaluationof the agent’s own state and its environment may be important for predicting potential
social problems [1].

3.2 Selection of data for absorption

The states predicted by the simulation could be used to select the kind of data to be absorbed. Whether
the simulation is of type (a) or (b), masses of data can be collected, and it is important to focus on the
most relevant and to ask the right questions about the real system. The following possibilities exist:

e Evaluation-directed selection: If a predicted event is substantially positive (e.g. lower crime
rates) or negative (e.g. significant violence) the data selection can be focused on the context of
the positive or negative event (e.g. what kinds of behaviours have preceded the event and do
they tend to be associated with such events in reality? Database query and data mining tools are
required here. If the evidence does not support the predictions, the simulation may be flawed
and could be subjected to revision. If correct, the data mining tools have been focused in a
way that might not have happened otherwise and the simulation has pointed to some valuable
knowlege hidden in the masses of data.

e Anomaly-directed selection: If there is a significant discrepancy (anomaly) between a predicted
event and the reality, the features of the data that are unexpected could be used to formulate
new data queries. This is similar to the uncertainty driven selection of [20] and [18] described
earlier.

In this way, the simulation draws attention to aspects of the real system that may not have been known
otherwise. This could in turn be used to implement changes (new policies).

3.3 Model revision

Model revision (or belief revision) is a well-known problem in Al. Many Al systems use symbolic
logic to derive new statements about the world from current ones. Non-monotonic reasoning involves
making deductions using tentative assumptions and when necessary making subsequent revisions to
these assumptions as new information becomes available (See e.g. [22], Ch. 7).

A non-monotonic system could play a role in model revision in a DDDAS process. On its own,
however, it would have serious limitations. Formal symbolic reasoning is governed by a pre-defined
ontology (entities and relations) and this can lead to brittleness in unforeseen situations for which the
ontology was not designed. Reasoning about social systems is particularly vulnerable because the
ontology will only represent a very restricted part of the real system and will be designed according
to its expressiveness and meaningfulness to a human expert. Most of this meaningfulness is implicit
and only affects the human’s decision-making, since it have been acquired by human experience in
the world. (This ontology is the basis &f and its translation intd/ in Figure 2).
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The Al system treats the symbols of the ontology as formal patterns only, which are transformed
into other patterns according to rules. It does not have an independent “experience” of them. There-
fore any belief revision may not take into account important features of the underlying system for
which the ontology is not suited.

This problem has been identified as “symbol grounding” [13]. The problem also exists in simula-
tions [10], since they are also dependent on an ontology which may have meaning only for an external
interpreter. We use the broader term “semantic grounding”, to refer to the checking of the validity of
a model by independently interacting with the world and adapting to it autonomously.

It could be argued that “grounding” is fundamentally about the learning and refining of concepts by
physically interacting with the world and letting the sensory impressions affect the concept formation.
Interaction does not have to be physical, however. The important issue is the “data-driven” nature of
the concept formation. This is clearly relevant to a DDDAS architecture. However, we must first
identify how much of the “semantic grounding” problem we actually need to solve in order to have a
sufficiently robust and adaptive system for decision support.

3.4 Semantic grounding and fault-tolerance

Lack of semantic grounding can be regarded as a general fault-tolerance problem (it is not just appli-
cable to model revision). The questions we wish to ask are:

e What are the dangers of relying on a non-grounded symbol system when making decisions on
social issues?

e What kind of architecture could overcome these problems? In other words, how do we intro-
duce fault-tolerance?

The first danger relates to the reliance on a single ontology (a single point of failure) which is effec-
tively just one viewpoint of a social system. Furthermore, a non-grounded system is like relying on
“hearsay” without having the opportunity to check its validity by experiencing the situation directly
and independently testing it.

Architectural features to overcome these problems include the following:

1. Avoid a single point of failure by adding diverse ontologies and reasoning systems (involving
multiple software agents).

2. Ensure that each agent interacts independently with its environment to associate symbolic con-
cepts with additional features discovered as a result of the interaction. This becomes the agent’s
independent “experience” of the concept which is not included explicitly in the ontology.

3.4.1 Multiple ontologies

There are two ways in which multiple ontologies can co-exist:

1. They can be different viewpoints or descriptions of the observed social system. For example,
one description might involve simple agents with objectively determined states and actions (e.g.
buying, selling, mobility etc.) using mostly numerical modelling; another might emphasise the
beliefs and emotional states of agents as the primary cause of their decisions and actions.

2. What begins as a single model could be defined on multiple levels of abstraction. For example,
the lowest level might define a human agent as a very specific kind of individual and describe
the detailed stages of commuting to work, going shopping, buying particular products etc.
This could be on the level of “raw events” that could be sensed in real-time or retrieved from
databases. In other words, very little data fusion and summarisation would be necessary. The
highest level might describe sections of the population or classes of organisation as abstract
“agents” and define their influences on each other and their goals.
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If we return to Figure 2, multiple versions 8f could be defined. For (1) above, there may be several
versions ofU/ which translate to corresponding versions\éf or only one version o¥/ translates to
multiple agent models (e.g. using different representations). Itis reasonable to have separate software
agents, each with its own model. For (2) one agent has multiple versiaisaf different levels of
abstraction. Both of these approaches could be combined. Figure 3 shows an example configuration

World
1y L1 \ i1
Sensors | g1 S2 S3 | Sn
Agent 1 Agent 2 Agentn
M1 M2 Mn

User model
U: translate
to multiple
models

M1, M2...Mn

Figure 3: Multiple agents, each with its own model of the world

of (1), where a single user defined model is translated into different agent madelss, .., M,,.
Note also that the requirements (goals) of the policy proces would also have to undergo the same
translations.

We can imagine each agent in the figure also having a hierarchy of models, each producing its own
internal simulation as necessary. For example could be further subdivided intbf1, Mo, ..., M1y,
whereM; is the most detailed and concrete and could merely predict the next set of sensor measure-
ments. On the other extrem#{y,,, could predict the general trend in the behavour of a particular
class of agents.

The sensors in the diagram are shown as external shared components (not “owned” by each agent).
This is more likely to happen in realistic distributed scenarios (e.g. environmental sensing).

If there is a human in the loop, a significant disagreement between agents (with different mod-
els) may not be a serious problem but could indicate that more detailed information is required (as
discussed in Section 3.2).

3.4.2 Independent adaptation to the environment

Architectures already exist in Al which could help to connect symbolic models with independent ex-
perience of the environment. For example, a hybrid agent architecture such as that in e.g. [29, 26]
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may be appropriate. A hybrid architecture is one that integrates the symbolic tradition of Al with
newer behaviour-based approaches introduced by Brookes [5]. In such a system, high level deliber-
ative reasoning is coupled with a more data-driven reactive layer whose actiomst aexessarily
restricted by the pre-defined ontology governing the reasoning but may partly override it. “Behaviour-
based” approaches to adaptation include reinforcement learning and neural networks. See [16] for a
summary). They are “data-driven” because the result of the learning process is determined largely by
low-level features in the environment and less by any pre-defined knowledge in an ontology.

To show how a hybrid architecture can contribute to a DDDAS system, we first look at the data
assimilation process. The low-level sensory patterns must be summarised and translated into concepts
in the top level ontology (in Al called a “perception hierarchy”). This is particularly necessary for
simulations of Type (b) in Section 3.1. This is also where a hierarchy of ontologies (and model
versions) could exist on different levels of abstraction (see also Figure 3). A hybrid agent architecture
may be applicable to each agent in Figure 3, but ideally they would need their own sensors and
effectors (not shown in the diagram) to explore and interact with the world. (We will discuss variants
of this later, however).

Simulations may also exist on lower levels of the hierarchy [27, 12], but need only serve the
purpose of the agent’s adaptation (they are not necessarily interesting for the user but could just have
an “autonomic” function as defined in Sections 1.2.1 and 2.2).

3.4.3 Anomaly-directed model revision

There are many possible ways in which a model revision process may be triggered. For example,
there may be inconsistencies between expected relationships in the data (as stated by the model) and
the apparent actual relationships. If such anomalies are detected, the agent can focus on the data that
appears to be causing the problem and “explore” it (e.g. sampling the data in different ways with large
numbers of database queries). Such exploration can be similar to a robot exploring its environment.
Autonomous adaptation results if the model governing the simulation is adjusted as a result of such
exploration. Concepts in the ontology are “grounded” if they are associated with observed effects that
were experienced during exploration and these effects are consistent with model descriptions of them.

Formation of new concepts is a more radical form of adaptation and means that completely new
entities and relations are generated (thus revising the ontology on which the model is based). Concept
formation may be necessary if the new data does not “fit” easily into an existing concept because
a situation has arisen that was not anticipated by the designer. Detection of such anomalies can
trigger more intensive exploration of the relevant “spaces” (whether physical or information-related)
as discussed in Section 3.2. Recent work in concept formation involving symbol grounding includes
[23, 17, 11].

An ongoing research question is the degree to which the data-driven layer of a hybrid architecture
can “interrupt” or influence the high level reasoning (e.g. if a dangerous situation is detected). Simi-
larly, the degree to which the learning process is data-driven or top-down is important. For DDDAS,
this translates into the following research questions: how much should the model (and the simulation
states) control the selection of data for assimilation, and conversely what is the boundary between
absorption of anomalous data into existing concepts and the creation of new concepts?

4 Interaction with the World

The agent architecture mentioned in the previous section assumes the ability to interact with its en-
vironment and to learn autonomously. However, in most social science scenarios the interaction is
expected to require human intermediaries and to involve indirect access via speech acts, meaning that
“grounding” becomes more difficult. To understand this in detail, we will consider three different
categories of access to the world: physical, social (speech acts) and online activities.
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4.1 Direct access to physical environment

From an Al point of view, it is simplest to begin with the situation where the DDDAS process is being
run by a robotic agent which is situated in the physical world it is helping to model. I.e. the relation to
the environment is as shown in Figure 1, although the modelling relations may be more like Figure 2.
The robot’s interaction with the world via sensors and effectors acts as the data source for its ongoing
simulation. In addition to the physical characteristics of the environment, the simulation may include
the robot itself and possibly other robots it is cooperating with. Examples include remote vehicles
(e.g. Mars exploration or underwater monitoring).

In reality it is unlikely that a DDDAS system would take this simplified form. Instead the com-
putationally intensive aspects could be provided by distributed computing services such as the Grid,
while the data collection aspects could be done by mobile robots or “dumb” sensors. Any direct ac-
tion required on the world (e.g. as part of a symbiotic simulation) could also be done by directing the
robots. In this case the robots have less autonomy since they are part of wider distributed network.
They could still have their own behaviour-based adaptation capability but this would be overriden by
high level directives if necessary. Conversely, there may be “alarm” situations where the low-level
robots could alert or even interrupt the higher levels.

If we return to Figure 3, one possible scenario is that “sensors” in this figure could be semi-
autonomous robots, while the agents could act on behalf of different users of the system, who have
their own models of the world (multiple vesions@Gj. Specialist agents are then needed to allocate
resources correctly according to current priorities.

The robots themselves may be included as simulated “agents” in the world being modelled if, for
example, scientists are interested in the effects of the environment on the reliability of the robots or
on their ability to communicate among themselves.

4.2 Indirect access: speech acts

Speech acts of other agents are a more indirect way of accessing the world than the use of sensors.
However, the distinction between the two is not sharp, since many data sources that could be called
“sensors” are actually “event detectors” (i.e. they “say” that an event has occurred). In general, access
becomes more indirect the more it relies on information that is pre-processed by other agents that are
themselves autonomous. Relying on speech acts by humans is just an extreme example.

Many social science datasets involve speech acts - e.g. results of questionaires asking whether
people have moved house recently and whether they are satisfied with their current housing situation.

On the other end of the spectrum, a sensor that sends raw data and can be controlled by an agent
provides the most direct access to the world. This is where the symbols used by the agent can have
the most “grounding”. Clearly, software agents do not have such direct access to the social world, as
they are not situated in this world (although some advances could be made here eventually).

4.3 Direct access: online activities

In addition to observing the human agents’ interactions among themselves by using indirect informa-
tion sources (e.g. reports on economic activities), the agents’ interactions with various online services
can also be observed and modelled. This may be done by observing the various network usage activ-
ities and developing agent models based on general patterns in these activities. The resulting model
may then be cross-checked for consistency with the more abstract social models. As with physical
interaction, this can also provide a form of “grounding” for the high level agent models.

Activities of agents in the modelled social system can overlap with their activities as competitors
for computing or information resources. For example, the infrastructure of the network may be at-
tacked as part of the social interactions being modelled. If there are frequent security problems, this
could provide supporting evidence for potential conflicts in the observed social system.

It is likely that a social science DDDAS agent will need to consult a specialist source to obtain
the relevant information (e.g. on network activities). As mentioned in Section 2.2, the underlying
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network and middleware may be managed by “autonomic agents” with the responsibility to manage
competing resources and to protect the network from intrusions (among others). They may even have
their own DDDAS systems to assist system administrators. If such autonomic agents exist, they can
be “points of contact” for information on usage of network services and Grid resources. The data
provided by the autonomic agents could be in a summarised form, as the low-level details of network
activity need not be part of the ontology used to model the social system.

Conversely an intrusion defence agent may query the social science agent for information on the
social and legal context of an intrusion. The actions of modelled agents in the intrusion defence
system may be connected with agents that are modelled as part of the social system (for example if
an intrusion is associated with a crime in progress).

If we return again to Figure 3, the “world” could be divided into various sections, each representing
a “space” that an agent can explore and interact with using specialist sensor and effectors. The space
may in some cases be physical or geographical; in other cases it will be an information world.

5 Summary and Conclusions

DDDAS has the potential to improve the reliability of agent-based simulations used for decision sup-
port systems and can also assist with knowledge discovery and creativity in the social science domain.
Due to the non-real-time nature of most social science data, it is more likely that the simulation is
based on a typical system rather than a specific one that is being concurrently monitored. This means
that models will tend to be abstract and that the data assimilation will depend considerably on data
mining and fusion from multiple sources over a longer timescale.

To reduce the brittleness associated with “semantically ungrounded” concepts in social simula-
tions, we can conclude that the following is important:

1. Multiple ontologiesrepresenting alternative descriptions of the world are advantageous. They
can be the basis for different models, which can generate their own simulatons. Potential prob-
lems can be detected if there are significant disagreements between model predictions.

2. Autonomous learning and adaptatidas required, involving independent interaction with the
world (i.e. data sources) in order to check the validity of a model and to revise it as necessary.
There are different “spaces” that an agent can explore in order to adapt. We have outlined three
types: physical, social data sources and online activities.

3. Cooperation between heterogenous agewting in different domains and levels of abstraction
is important in order to exploit diverse sources of information that can be connected together.
This increases the fault-tolerance of the system. The DDDAS agent itself is a service that is
embedded in a wider Grid infrastructure and should exchange information with agents man-
aging other services. (For example, an agent managing the Grid middleware may have useful
information on resource usage which could be coupled with competing interests in the social
system being modelled).
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